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Currently, digital technologies are penetrating all spheres of public life and are rapidly changing
the economic landscape of each country. The transport industry is actively introducing technical and
organizational solutions related to the creation of self-driving cars and their safe operation. The transition
to the widespread introduction of unmanned vehicles is associated not only with new opportunities for
personal mobility and commercial logistics, but also with the emergence of new risks of using artificial
intelligence technologies in vehicle traffic control and traffic regulation systems. In this regard this study
is devoted to the creation of a procedure and mechanism for state certification of unmanned vehicles.
The relevance of the study is determined by the characteristics of innovative solutions in this problem
area and the high social value of ensuring transport security, including the protection of information
interactions within the framework of intelligent transport systems. In the course of the study, the authors
have given a definition of certification of information security of vehicles. The article discusses domestic
and foreign experience in building certification systems for complex technical systems, including the
assessment of means and mechanisms to ensure their safe operation. An analysis of the content and
process of certification of unmanned vehicles was carried out from the standpoint of verifying compliance
with information security requirements. The object, subject and goals of certification of unmanned
vehicles are formulated. The work defines the composition and specificity of the tasks solved in the
course of certification. The characteristics of the methods and procedure for certification of unmanned
vehicles are given. The structure, regulations and mechanism for certification of unmanned vehicles
have been determined. Based on the results of the study, the authors substantiated recommendations for
improving the institutional framework and developing organizational solutions for creating a national
certification system for unmanned vehicles. It also provides a characteristic of promising research tasks
in the development of methodological support for the design of test platforms. The authors proposed a
set of measures for creating planning tools and conducting tests to assess compliance with information
security requirements for unmanned vehicles.
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ILlndpoBbie TeXHOIOIUU IIPOHUKAIOT BO BCe chephl 00IIECTBEHHOM XXMU3HU U CTPEMUTEIbHO Me-
HSIOT 9KOHOMMYECKUI JaHamagT KaxXa0i cTpaHbl. B TpaHCIOPTHOM OTpaciu aKTMBHO CO3[al0TCs
TEeXHUYECKUE U OPraHU3allMOHHbIC PEIICHMS, CBSI3aHHBIC C CO3JaHMeM OEeCITUIOTHBIX TPAHCTIOPT-
HBIX CPEICTB U UX Oe30racHoi aKcryaTauueit. [lepexon K MMpoKoMy BHEJAPEHUIO OECTIMIIOTHBIX
aBTOMOOWJIEH CBSI3aH HE TOJBKO C HOBBIMM BO3MOXHOCTSIMU TTePCOHAIbHON MOOUIBHOCTA U KOM-
MEpPUeCKOii JIOTUCTUKH, HO TAKKe U C BOSHUKHOBEHUEM HOBBIX PUCKOB UCTIOIb30BAHUS TEXHOJIOTUIA
WCKYCCTBEHHOTO MHTEJIIEKTA B CUCTEMaX yIpaBJICHUS IBUKEHUEM aBTOMOOWIISI U PeryJnupoBaHUs
TPAHCTIOPTHBIX MOTOKOB. B CBSA3M ¢ 3TUM HacToslIee uccieloBaHre TOCBALIEHO BOMIPOCaM CO3/a-
HUS TIOpsiiKa U MeXaHW3Ma ToCyJAapCTBEHHOUN cepTUhUKALIMU OeCITMIOTHBIX aBTOMOOMIICH. AKTY-
aJIbHOCTb UCCJIEIOBAHUS OTPENeIsieTCs XapaKTepPUCTUKOM MHHOBAIIMOHHOCTH PEIICHU B TaHHOM
Mpo0JIeMHOI 001aCTU ¥ BBICOKMM COLIMAIbHBIM 3HaUeHUEM o0ecIieueHUsl TpaHCTIOPTHOM Ge3oriac-
HOCTHU, BKJIIOYasl 3alIUTY MH(POPMAIIMOHHBIX B3aUMOJEHCTBUI MO pa3NIUYHBIM KaHajlaM CBSI3U B
paMKax MHTEJIEKTyalbHbIX TPAHCMOPTHBIX cUcTeM. B Xonme uccienoBaHusi aBTopamMu ObLIO JaHO
omnpeneneHue cepTudrKauu MHGOPMaIMOHHONH 0€30MacHOCTU TPaHCIIOPTHOI'O cpeaAcTB. B pabo-
T€ PaCCMOTPEH OTEUYECTBEHHBIM M 3apyOeKHBIN OMBIT MOCTPOCHUSI CUCTEM CepPTU(MUKAIIUU CITOXK-
HBIX TEXHUUYECKUX CUCTEM, BKJIIOUasi OLIEHKY CPEACTB U MEXaHU3MOB obecrieueHusl X 0e30macHoi
9KCIUIyaTallMu. BB BBIMOTHEH aHalM3 COIEpXKaHUs UM Tpollecca cepTuduKaunm 0eCTMIOTHBIX
aBTOMOOWJIEH C MO3UIIMI MPOBEepKU obecrieueHus: TpeOoBaHU MH(POPMALIMOHHOKW 6€30MacHOCTH.
ChopmynrpoBaHbl 00BEKT, MPEeAMET U LU cepTU(UKAIINU 0eCITMIOTHBIX aBToOMoOuMIIeii. B pabdore
OIpeJiesIeHbl COCTaB M crielu@uKa permaemMbix B Xojae cepTudukanuu 3agay. JlaHa xapakTepucTuka
METOJ/IOB U MOpsiiKa cepTUduKauy OeCUIOTHBIX aBToMoOMIek. OnpeaeseHbl CTPYKTypa, perjia-
MEHT U MeXaHU3M cepTuduKanuuyu 0eCcnuJIOTHBIX aBToMoOueii. Ha ocHOBe pe3ynbTaToB Mcceno-
BaHUSI aBTOpaMu ObLIM OOOCHOBaHBI PEKOMEHAAILIMU 10 COBEPIIEHCTBOBAHWIO MHCTUTYLIMOHAb-
HOII OCHOBBI 1 pa3paboTKe OPraHU3ALMOHHBIX PEIIEHUU ISl CO3MaHUsl HAIIMOHATbHOUW CUCTEMBI
cepTudUKauy 0eCIMMUIOTHBIX aBTOMOOMIeH. Takke 1aHa XapaKTepUCTUKA MePCIeKTUBHBIX UCCIIE-
JIOBaTeIbCKUX 3a7a4 B 00J1aCTU pa3pabOTKU METOANYECKOTOo 00ecneyeHns MPOeKTUPOBAHUS TECTO-
BBIX TJ1aT(OPM. ABTOpPaMU TIPEITIOXKEH COCTAB Mep JUJISI CO3IaHUs MHCTPYMEHTAPHS TJIAHUPOBAHMUSI
U MIPOBEJIEHUST TECTOBBIX UCIIBITAHUI T10 OLICHKE COOJIIoIcHUs TpeOoBaHWT MHPOPMaIIMOHHOM 6e3-
OIMacHOCTU OECITUIOTHOTO aBTOTPAHCIIOPTA.
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HOCTb, MOJICIMPOBAHUE YTPO3, TPOGUIIb TECTUPOBAHUS, CEPTUMUKALIMS TTPOTPAMMHOTO O0ECITeUEHMSI,
cepTudUKaLMs TEXHUUECKUX CPEJCTB, JIMIIEH3UPOBaHUE, aKKPEAUTALIMS, 9KOHOMUYECKast MOJIE/Ib cep-
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Introduction

Implementation of technological innovation projects becomes pivotal for creating necessary conditions
for strategic tasks of the Russian Federation and achieving socio-economic development goals. This tech-
nological innovation will contour outlines of the national economic complex of the country. Transporta-
tion is one of the areas for perspective technical solutions deployment. Introduction of digital technologies
leads to deep transformations of traffic management systems, and, as it is often the case with innovations,
is associated with the emergence of new risks for unmanned vehicles safety.

The object of the present research is the transportation system of the Russian Federation. The subject
of the research is developing a framework for information security service certification which is used for
smart digital traffic management. The main goal of the study is to determine the key principles and tasks
of creating a national certification system for unmanned vehicles. These tasks are linked to the technical
solutions and organizational aspects for the development of testing grounds for information security level
of tech platforms integrating an unmanned vehicle and road infrastructure. The tech platforms are created
and introduced to the market of transportation services.

Caused by the general issue of ensuring road safety and the reasoning of state regulation of the tech-
nological development of the transport system, the main tasks of the study are to analyze existing ap-
proaches to ensuring the security of information interaction of connected and autonomous vehicles
with active components of an intelligent transport system infrastructure (the so-called technological
platform: Vehicle-to-Everything or V2X); to assess the impact of unmanned vehicle technologies on the
socio-economic development of the country and determine the content and specifics of certification of
unmanned vehicles from the standpoint of verifying information security requirements; to define the
object, subject and purposes of unmanned vehicles certification; to typify the tasks, methods and pro-
cedures for certification of unmanned vehicles; to define structure, regulations and mechanism of the
certification procedure for unmanned vehicles; to develop recommendations for improving the institu-
tional framework and management procedures as a basis of establishing a national certification system
for unmanned vehicles and the V2X technology platform used for building an intelligent transport sys-
tem on a city, regional and national scale.

Vision of the future transport system with digital technologies employed

The creation of unmanned vehicles for land, air and water transport is one of the leading trends
in scientific and technological development, which largely determines the future shape of the knowl-
edge-based economy [1]. The development of unmanned vehicles (UVs) for various purposes is of great
economic and social importance as a field of innovations that combine a number of advanced scien-
tific approaches and technical solutions (from the so-called key end-to-end technologies of the new
industrial wave: big data, artificial intelligence, wireless communication, internet of things, etc.). The
functions of driver support (drive assist), partial automation and conditional automation when driving
personal and commercial vehicles have become standard for 1, 2 and 3 classes of UV as per the SAE
International classification system that is generally accepted in the professional environment. Experts
state the further expansion of digital technologies to support production and organizational processes of
road transportation in urban, intercity and main road traffic, assessing the transition from the emerging
4 UV class (limited automation) to the 5 UV class (full automation) after 2025 (https://www.nhtsa.gov/
technology-innovation/automated-vehicles-safety).

The transportation industry is of key importance for the integration of the entire economic complex
of the Russian Federation spatial structure due to its vast territories. It shapes the opportunities for
establishing convenient international transport corridors with multimodal transportation as well [2].
While it is too early to talk about a full-fledged market of autonomous vehicles (only some regions
allowed limited operation of prototypes of UVs within certain sections of public-access roads), it is im-
portant to prevent the growth of the relative lag of the Russian Federation in the field of developing in-
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telligent transport systems (ITS) and developing hardware and software complexes for automatic driving
systems (IDS)!. Today the basics are being laid to establish the mechanisms for the distribution of a kind
of technological rent in the field of passenger traffic and cargo traffic, that are optimized at the national
and international levels of the economy, taking into account the evolution of the technical base of the
transport industry and the restructuring of demand for transport services.

Catching up development: from import substitution to technological leadership

The transformation of the geopolitical and geoeconomic systems has caused appearance of the
mechanism of unilateral restrictions in international relations as a tool of unfair competition to restrain
economic and technological development in the segmented world of the renewed project of globaliza-
tion. This leads to establishing of a “safety net” in the system of global affairs and cooperation? in various
fields to minimize the risks of successful implementation of national projects in the internal agenda of
dynamic and sustainable socio-economic development (SED) of the Russian Federation.

Therefore, the issues of deploying highly automated vehicles in the Russian Federation, including
unmanned vehicles, should be the focus of the state’s attention. It will contribute to the safe use of
imported and localized technical devices (and corresponding technological protocols, standards and
regulations) for intelligent transport systems. Moreover, it would be also beneficial to the establishing of
sustainable demand for domestic analogues of hardware components? for computer and communication
equipment which is crucial for critical information infrastructure facilities [3]. In the latter case, the
obvious consequence will be the active recovery of domestic microelectronics by means of employing
the strengths of the Russian science and engineering schools in the development of analytical, algorith-
mic methodology and software for the core of an automatic vehicle control system and a traffic control
system with the participation of autonomous and connected vehicles.

In modern conditions, the implementation of technical and organizational innovations portfolio
is linked with the emergence of new aspects of ensuring national security in the development and ap-
plication of digital technologies. A significant part of it is associated with the use of foreign solutions
and components for information-communication systems and hardware-software complexes for various
purposes. In this regard, Russian science and business should be focused on and stimulated to develop
original technologies and establish their own production of the entire range of components for UV and
ITS, taking into account the advanced experience of foreign manufacturers. It is noteworthy that in the
case of analysis of imported software and devices (components and finished products), we are talking
about the aspects of assessing compliance with national requirements and regulations of products and
technologies already prepared for practical use with a preliminary assessment of their economic effi-
ciency and commercial potential. In this case, the strategy consists in leading domestic developers to-
wards the implementation of the catch-up development opportunities. Firstly, they ensure the total costs
reduction within the life cycle of tested products and technologies. And secondly, they provide concen-
tration of resources on innovative projects in certain areas with a relative competitive advantage of the

! In ITS smart roads ecosystem includes solutions for collecting and processing data on vehicles and road infrastructure for decision-making by
road users, including operators of connected and autonomous vehicles: adaptive (smart) traffic lights; means of automatic recording of violations
of traffic rules (SDA); monitoring systems for difficult road sections; electronic means of non-stop fare payment; electronic means of payment
for parking (parking meters); connected information boards; traffic flow detectors; automatic weight and dimensional control systems; automated
lighting control systems; GPS / GLONASS positioning systems; other connected objects, for example, automatic road weather stations, road
controllers, travel stops (barriers), etc.

2 The well-known concept was reformulated in a statement by the Minister of Foreign Affairs of the Russian Federation S.V. Lavrov, who com-
mented on September 13, 2020, in the information and analytical program of the All-Russian State Television and Radio Broadcasting Company
(VGRTK), the situation with the EU’s actual refusal to implement its own strategic interests in the development of mutually beneficial economic
integration (see: https://www.vesti.ru/article/2457436).

3 New technical solutions for the national ITS ecosystem should be created in accordance with the requirements of the Federal Law “On the
Security of the Critical Information Infrastructure of the Russian Federation” dated July 26, 2017 No. 187-FZ and the order of the Government
of the Russian Federation dated January 17, 2020 No. 20-r “On the Strategy for the Development of the Electronic Industry of the Russian Feder-
ation for the Period up to 2030 and the Action Plan for its Implementation”. In particular, the roadmap currently being developed for the project
“New Generations of Microelectronics and the Creation of an Electronic Component Base” provides for financing of work in the amount of 798
billion rubles until 2024 (see: https://www.cnews.ru/news/top/2020-09-07_rossijskaya mikroelektronika).
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national scientific and engineering schools. The design, production and operation of the UV requires
a thorough analysis and comprehensive accounting for emerging risks in the field of ensuring the safety
of transport communications. When creating control systems for a vehicle and developing intelligent
complexes for traffic regulation, the safety of road traffic in the context of an expanding range of digital
technologies used is linked, first of all, with ensuring the protection of information interaction of the UV
with the road infrastructure (RI), i.e. cybersecurity of the V2X (Vehicle-to-Everything) technological
platform within the ITS [4].

Thus, along with direct state support for research and technical development in the field of autono-
mous vehicles, it is important to use institutional and organizational measures to regulate the emerging
technology sector for highly automated vehicles, including proactive arrangements of conditions for
the efficiency and competitiveness of technical solutions for autonomous vehicles in future national
transport system vision. In the context of the international competition in the field of high-tech, the
dominant country (countries) use protectionist measures to protect their leadership*. Under such cir-
cumstances, the lagging state, along with legal, but not very effective for ensuring national interests,
retaliatory sanctions actions, which are caused by external illegal unilateral restrictions, has a complete-
ly legal and rather effective instrument for regulating the sphere of technological cooperation for the
purpose of sustainable SED: the Institute for Certification of Products and Services. It is important that
its application is carried out from the standpoint of ensuring the safety of using ITS components and
technologies for the life and health of consumers.

Certification as a tool to support technological development

Certification, which emerged as a protection tool, has evolved into a complex toolkit, which has es-
pecially fully revealed its functionality in the digital environment of network forms of agent relationships
in the field of end-user protection, the economic partnerships establishing, as well as the support and
regulation of national technical / technological development [5, 6, 7, 8, etc.]. Certification as a state
control tool is a legitimate way to reduce the exclusive offer of imported goods and increase the export
potential of the goods of similar / interchangeable categories. The institute of certification solves the
issue of ensuring the price and non-price competitiveness of the domestic industry in the state internal
and foreign markets for high-tech complex products: requirements and restrictions simultaneously play
the role of technological and antimonopoly regulation. The certification allows the use of state control
on functional properties, quality characteristics and safety of products and technologies as a basis for:
evaluation of the modern scientific and technical level; assessment of the sensitivity of the requirements
of national standards and technological regulations; identification of the prospects for the localization
of production; correction of the national research and development program.

Safety requirements for products / services are a universal way of organizing and implementing the
homologation’ of imported equipment (and technologies, if we consider the procurement of industrial
equipment) of the UVs for the purpose of the following localization of the production of components /
products. This creates the basis for the further restoration and establishing necessary engineering-tech-
nical and production-technological competencies centers with developing corresponding industry clus-
ters in the national economy. Thus, certification of products / services will indirectly contribute to over-

4 Of course, now this leadership of the so-called developed countries of the outgoing technological generation is de facto extremely unstable,
taking into account both the growth rates of new world centers of economic power and scientific and technical competencies, and the specific
properties of common knowledge as a commodity in the networked global economy. However, this instability is also the reason the developed
countries are taking comprehensive measures to carefully protect their leadership positions in accordance with the commercial interests of
transnational corporations, which have a highly concentrated and well-functioning legal and organizational mechanism for controlling industrial
assets and financial flows.

> Homologation — bringing the technical characteristics of a product in line with the standards of the importing country in the certification pro-
cess [9, 10, 11, etc.]. This general term defines the scope of tasks and the content of the process of determining the degree of suitability of com-
munication equipment and assessing its compliance with national requirements (regional / local, if we are talking about operation in territories
with special modes of economic activity, including nature reserves). The necessary checks usually consist in comprehensive testing, including
checking the technical condition diagnostic systems, analyzing the signaling systems for operating modes and malfunctions, evaluating various
aspects of operational safety, characterizing electromagnetic compatibility, etc.
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coming the negative consequences of the process of restrictions on equal cooperation and on exports
associated with the revival of “bloc thinking” in the “developed” countries and the use of tools of com-
petition in the spheres of economic development and political containment of “unwanted” countries,
especially in the framework of the trade turnover of components, equipment and double-purpose tech-
nologies, which are widely represented in the control complexes of UV. Of course, first of all, in order to
overcome strategic gaps and technological backwardness, it is necessary to support national projects of
scientific research and technical development (including joint ones), but it is equally important to create
legal foundations and organizational mechanisms for ensuring scientific and technological development.
The institute for certification of products and services (more broadly, technological platforms) can play
a special role here. Obviously, as for controlled penetration of foreign products and technologies, and
for the development of own research and production base for the effective use of the certification in-
stitute in regulating the domestic UVs market, it is important to timely design and correct the content
of national technological standards and regulations. At the same time, a kind of general mechanism of
coercion to innovations is being developed: state measures to accelerate and regulate technological de-
velopment corridors are associated with financing the establishment of uniform regulatory requirements
and standard technical solutions. It is also true for the ITS sphere, where integration is possible only on
the basis of a common digital platform (the principle of interoperability and scalability in the escalation
of relevant investment projects at the international, national, federal, regional and municipal levels).

Thus, in the field of development and application of digital UV technologies, it is required to im-
plement a set of state measures to support technological and organizational innovations, including the
development of a regulatory framework and technical solutions, an organizational mechanism and an
economic model for a certification system in the market for testing devices and technologies to provide
a cybersecurity technological platform (TP) of the interaction of the UV with the DI when establishing
the rules and procedures for the accreditation of operators of the following services.

Object, subject and purposes of certification

Under the expansion of digital technologies and the increasingly complex electronic communica-
tions environment, cybersecurity is the most dynamically developing and critically important area for
the global connectivity of all spheres of society, including economic activity in an unmanned environ-
ment. The security of autonomous and connected vehicles allowed to special and public roads must be
properly established for the range of possible information threats of the regular operation of automatic
driving systems and interaction with active and passive components of the road infrastructure. Certifi-
cation (from lat. “Certum” — right, “facere” — to do) is a procedure carried out by the authorized body
to confirm the compliance of the inspected objects with the established requirements of technical reg-
ulations and the provisions of national standards in the form of issuing a following certificate (in order
to certify operational safety and application characteristics). The certification mode can be voluntary
(professional certification) and mandatory (state certification). TP UV-DI cybersecurity certification
based on the results of testing (analysis, assessment, validation, verification) refers to the sensitive area
of ensuring personal and public data and safety, therefore, it should be mandatory for all ITS equipment
market participants, UV for various purposes and transport services provided on the basis of UV.

Regarding the ITS, the object of UV cybersecurity certification is a wheeled vehicle® with installed
electronic equipment and software for automation systems for driving a car in a traffic stream and sys-
tems for information interaction with other road users and elements of road infrastructure. During the
audit, the subject of certification is to identify the individual characteristics of the cybersecurity of the
evaluated UV, analyze how these characteristics match with the declared parameters of the UV develop-
er / manufacturer, and determine the degree of stability of the UV cybersecurity maintenance system in

 An alternative wording is electronic equipment and software installed on a wheeled vehicle to automate the driving control of a car in a traffic
stream and systems for information interaction with other road users and elements of the road infrastructure of an intelligent transport system.
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the implementation of various scenarios of threats to information interaction between the UV and the
ID of urban and main roads. In the process of mandatory testing of digital communications security, the
aim of certification is to determine the degree of compliance of the V2X technological platform of the
tested UV with the requirements of the national cybersecurity standard) for connected and autonomous
vehicles with a driving automation class higher than 3.

Interaction mechanism of an autonomous vehicle with physical and cyber-physical infrastructure is
established by the complex use of the following key enabling technologies of smart mobility: a) auto-
mation; b) digital user interface; ¢) information interconnectivity; d) digital data. Each of these tech-
nologies has its own profile of risks associated with accidental and intent violation of normal operation
mode (use), which must be identified and assessed when certifying the object of analysis of the UV
cybersecurity. National certification system for UV cybersecurity should be based on proven approaches
for general model of an automated driving system specification, a model of threats from external sources
for TP V2X specification and a threat assessment method that are used for assessment and testing during
the design and development of a vehicle in accordance with the generally accepted V-type procedure for
analyzing safety [12, 13, 14, 15, 16, etc.].

We propose the guidelines for testing the UV cybersecurity for the assessment of the criticality of
threats to an automatic (automated) driving system:

» evidentiality, i.e. identification of threats that could be carried out during an attack in real condi-
tions, confirmed by actual cases of attacks with an assessment of the final proof for making a decision
on the need for correction (protection method);

* concreteness, i.e. defining clear elements and operations for use in the valuation method;

» operationality, i.e. formation of a workable (practical) procedure for identifying threats that can
be established with a focus on the critical path of events leading to serious problems for the safe oper-
ation of a highly automated vehicle, to determine the possibility in the process of vehicle development
to decide on the composition and priority of measures to protect automated driving system functions.

Analysis of existing approaches (see [17, 18, 19, etc.]) shows that to build a testing model and to
ground the verification methodology, it is necessary to proceed from the following approximate compo-
sition of active threats of deliberate violation of the UV cybersecurity contour:

1) Vulnerability in the telematics communication unit (TCU) that could be exploited to allow a
third party to remotely control the vehicle’s TCU or to get access to the electronic control unit (ECU).

2) Vulnerability in the vehicle’s entertainment system, which can be exploited by a third party re-
motely: to determine the location of the vehicle and then switch to the vehicle’s remote control mode
by invading the vehicle’s built-in system from an exploited port of the cellular network and falsifying the
controller firmware; unlock the doors of the vehicle by sending a command from the telematics server
that is potentially dangerous for road users; to get access to confidential information on the operation
of the car: leakage of information about the user ID and password can be used to activate the service
settings of control systems; to gain access to confidential information on the operation of the vehicle:
leakage of information about the user ID and password can be used to activate the service settings of
control systems, etc.

3) Vulnerability in a wireless LAN that could be exploited to allow a third party to remotely control
an unmanned vehicle by directing the user to an attacking site using a fake Wi-Fi hotspot or over a public
cellular network.

4) Vulnerability in a mobile application that can be exploited to allow a third party to remotely
control the settings of the human machine interface (HMI), air conditioner, burglar alarms and other
devices via a Wi-Fi access point (DSRC) in a connected or offline car.

5) Vulnerability in a connected service, which can be exploited to allow a third party remotely: to
conduct false authentication and control other vehicles during authentication between smartphones
and the server API of the user (owner / operator) of the UV; to unlock and open the doors by gaining
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access to the UV when the security token used to authenticate smartphone devices expires; enter an
unintentional code from a USB port inside the car to distort the autonomous vehicle navigation (AVN)
settings, etc.

Let us characterize the problem area and the available testing tools for UVs cybersecurity, determined
by the specifics of the main parameters of the V2X technological platform within the ITS.

Objectives, methods and order of certification

The common task of the verification and validation methods for UV solutions is to obtain confirma-
tion that the automated driving system tested for compliance with safety requirements ensures a positive
balance of risks in comparison with the characteristics of a human driver, taking into account all possible
driving scenarios arising from a noticeable external influence. It is assumed that full testing of each indi-
vidual threat scenario is not appropriate and technically feasible, therefore an acceptable and practical
way to demonstrate / confirm the security of a system is based on a statistical assessment method. And
although the experience of the commercial operation of the UV is still insufficient (there are examples
of local use in the field of public transport), the accumulated material of laboratory and field tests and
experimental operation in limited urban spaces allows us to formulate critical provisions for character-
izing the profile of the cybersecurity threats of the UV [20, 21, 22, etc.], as well as even standardize the
basic requirements for normative values and methods for assessing cybersecurity during research and
certification tests of UV [12, 23, 24, etc.].

For example, in [25], representing the so-called “white paper” in the format used, specialists and
experts from leading companies’ in the intelligent vehicle market formulated an integrated approach to
the consideration of topics and problems of automated driving safety, an overview of the basic elements
and methods of ensuring the safety of high automated vehicle, as well as the characteristics of the meth-
ods of testing the safety® of technologies and devices of the UV. Let us characterize the key points of the
provisions and recommendations that allow, according to expert estimates, to build, test and operate a
safe automated vehicle. When carrying out certification for a UV with automation level 3 and higher,
the following main challenges and tasks of security testing can be formulated, which make it possible to
identify the degree of compliance of the tested device (object) with the established requirements:

— Objective 1. Statistical demonstration of the system’s safety and positive balance of risks without
interaction with the driver / operator: here it cannot be assumed that the driver / operator is fully alerted
and involved in all scenarios, which implies the need to include statistical justifications in the general
reasoning for the safety of the automatic driving system;

— Objective 2. System safety in interaction with the driver / operator (especially when switching /
intercepting control maneuvers): the driver / operator must maintain awareness of the mode and receive
an unambiguous indication of any mode transitions, and the system must reasonably maintain an effec-
tive interception ability to maintain controllability, which defines the requirement to analyze the effects
of control interception on the safety of automatic driving;

— Objective 3. Consideration of currently unknown scenarios in traffic: new scenarios are a result of
the emergence in a common network environment of risks of situations associated with the operation of
a single automated traffic control system, and with interactions between individual automated driving
systems and vulnerable road users traffic, which makes it mandatory to test the safety of automatic driv-
ing due to changes in the real and virtual world of the road infrastructure (situation);

7 The companies: Aptiv, Audi, Baidu, BMW, Continental, Daimler, FCA US LLC, HERE, Infineon, Intel and Volkswagen. They constitute the
widest and most competent representation in the field of technology and system development, as well as in the production of components and
devices for creating BPA.

§ The focus here is on the development of security components and methods that are required to complement the long-standing and successful
commercialized SAE Level 1 (Driver Assistance, DA) and Level 2 (Partial Automation, PA) automation systems. It is important to note that
when characterizing SAE Level 3 and higher automated steering systems, the review authors consider the safety of a connected and autonomous
vehicle in an electronic communications network environment in two aspects: as security, if it concerns active threats (factors of influence and
impact of a predominantly digital environment), and as safety, if it concerns passive threats (factors of influence and impact of a predominantly
physical environment).
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— Objective 4. Verification of various configurations and variants of the system: since the automatic
driving system consists of several elements, it is possible for various reasons (including deliberate unau-
thorized actions) to arise situations of asynchronous software updates and / or changes in equipment,
which implies the need to test increased the number of options for the actual state of settings for assess-
ing the safety of the automatic driving system,;

— Objective 5. Validation of systems and subsystems based on machine learning: the functioning of
the elements of automated vehicles of the next generations relies on machine learning algorithms when
making control / regulatory decisions (for example, recognizing the traffic situation and evaluating ac-
tions), therefore, when assessing various impacts on them decomposition into individual components
is unacceptable, which requires adapting methods for testing the overall safety of the automatic driving
system.

An exemplary set of testing techniques is recommended in ISO 26262: 2018 “Road Vehicles — Func-
tional safety” [26], which is the basis of the current draft international standard (DIS) of the detailed cy-
bersecurity standard for ISU ISO / SAE DIS 21434 “Road Vehicles — Cybersecurity engineering” [27].
Test development methods are classified according to the degree of knowledge about the object under
test (OuT). Obviously, the already characterized variability in the control settings and behavior / oper-
ation parameters of the FUA level 3 and higher in the digital environment of information communica-
tions corresponds to the recommendation specified in ISO 26262. The test design methods are based on:

— scheme-based test design techniques;

— equivalence partitioning test design techniques;

— value test design techniques;

— search-based test design techniques;

— design of experiments;

— mutation test design technique;

— reactive test design technique.

Testing of a UV in the process of its certification (as well as in the process of its design / develop-
ment), depending on the specific design of the automated driving system, can be carried out with dif-
ferent testing purposes, which predetermines the combination of several test platforms for: a) different
stages / areas of verification: individual components — functionality and reliability; integration of auto-
matic driving systems components — static; UV systems in state control — static; UV systems in motion
control — dynamic; system of external and internal communications BPA — human-machine interface;
UV systems in the active environment of DI ITS; b) various test conditions: laboratories (software in
loop, SiL; hardware in loop, HiL; driver in loop, DiL); closed polygon; open road.

Thus, checking the compliance of an intelligent vehicle with the cybersecurity requirements of the
used TP UV-DI is a multi-level and multi-stage process. However, within the framework of state con-
trol, testing strategies with an emphasis on the entire automatic driving system should be used for man-
datory verification of the safety level of the developed or operated UV as a whole.

It is obvious that the necessary technical base and professional competencies for certification can be
organizationally and geographically distributed, which predetermines the need to optimize the structure
of the construction and regulation of the functioning of the national certification system for BPA.

Structure, regulations and certification mechanism

The goals and functions of certification determine the structure of the national certification system:
the state certification body for UV (with subdivisions of the federal, regional and local levels of au-
thority and responsibility); accredited certification bodies, accredited testing laboratories. The subject
and object of certification determine the inspection procedure: the conformity assessment procedure —
declarative; types of tests performed — selective (components and devices) and complete (products and
complexes), prototypes and serial products; types of official documents on the assessment of the char-
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acteristics of the cybersecurity of UV — test report, preliminary conclusion and certificate of conformity.
The tasks and methods of certification determine the verification mechanism: the testing scheme should
provide for both sanctions (manufacturer / importer: certification for the admission of UV and indi-
vidual components of the automatic driving system to the UV market, first introduced to the consumer
market and in the field of commercial / official transport services, including maintenance and repair of
components vulnerable from the point of view of cybersecurity), and periodic inspection control (owner
/ operator: confirmation of the safety of products that have already passed the certification procedure
and are allowed to operate — similar to the procedure for regular state technical inspection of vehicles for
their admission to operation and the conclusion of appropriate insurance obligations).

The basic principle of building a certification system and conducting any certification tests is the
independence of the testing laboratory, which conducts testing, and the certifying organization, which
further monitors the results of the tests carried out by the laboratory. At the same time, the state certifi-
cation body carries out a regular external audit® of the activities of the certifying organization and testing
laboratories, assessing the completeness and quality of their functions, which, if gross and / or system-
atic violations are detected, may lead to the suspension and revocation of licenses, and the cancellation
of accreditation certificates.

To fully reveal the I'TS potential and effectively counteract the emerging cybersecurity threats, it is nec-
essary to clearly and strictly coordinate the activities of all actors in the design and development, produc-
tion and operation of BPA. The problems they face are complex, therefore, on the part of the state, certain
efforts are required to concentrate professional competencies when developing the institutional framework
for certification activities in the field of UV, as well as organizing the training of qualified specialists and
creating a technical base for operators of the regulatory mechanism of this market.

It is obvious that the UV cybersecurity entirely depends on the competence and responsibility of
the subject conducting the tests. It is important that the existing capabilities of domestic engineering
centers, research laboratories and test sites are used to create a network of testing laboratories for the
national certification system. The key tasks, in our opinion, are:

— determination of requirements for the operator of the certification services market (critical
parameters: availability of competent personnel, availability and condition of test platforms for assess-
ing the characteristics of equipment (hardware, HW) and programs (software, SW) for ITS from the
standpoint of compliance with the characteristics of UV cybersecurity;

— development of a procedure for accreditation / certification of authorized certification organiza-
tions and testing laboratories: the use of a state control tool in the field of cybersecurity ITS is important
for regular monitoring of the competence and equipment of market participants in the certification of UV,

— substantiation of the economic model of the UV certification process: the tariffs for certification
and testing services should be determined differentially based on the type of UV, TP parameters of the
information and communication interaction between the UV and the ID and the market capacity for the
tested type of UV, as well as depend on the set of tests performed (coverage of current costs ) and applied
test platforms (covering investment costs for the necessary periodic modernization of test platforms and
maintaining a high technical level of the tools for assessing compliance with the requirements of UV and
ITS cybersecurity in connection with the rapid pace of innovation in the IT sphere).

Of course, the considered aspects of UV certification do not cover all issues of ensuring cybersecurity
in the ITS environment and do not provide an exhaustive description of the problem of testing compli-
ance with TP UV-DI. However, the arguments and formulated provisions can be used to justify organi-
zational decisions and form the basic requirements of technological regulations for assessing condition
and control of UV admission to operation on public roads.

° In addition, the state certification body, in the event of incidents at the facilities, requests from consumers of certification services, or receiving
requests from law enforcement agencies in accordance with the established procedure, related to the leakage of confidential and sensitive infor-
mation about applicants and certification objects, may inspect certification organizations and testing laboratories.

72



4 O.M. Pisareva, V.A. Alexeev, D.N. Mednikov et al. DOI: 10.18721/JE.14204 >

Results, conclusions and recommendations

The study made it possible to identify the key problems and formulate the main issues of building
a national cybersecurity certification institute within the framework of the ITS being created with the
expanding scope of application of unmanned vehicles.

From our point of view, the complex of works to create a certification system for UV within the
framework of ITS should include the following areas: improving the legal base for the verification and
validation of systems and technologies for ITS; developing the functionality of the state certification
agency and its territorial infrastructure; creation of a mechanism for licensing, accreditation and cer-
tification of participants in the testing process; organization of design, development and production of
national software-hardware complexes for test platforms evaluating the level of cybersecurity of V2X
technologies.

There are two approaches in the legal field of Russian legislation that are used to certify cybersecurity
tools in the field of ITS based on the corresponding types of regulatory documents:

— Functional testing of UV identifying the fact of implementation of the declared functions by the
checked object (product-product or technology) of the ITS. This testing is most often carried out for
compliance with a specific regulatory document!® — technological regulations. In some cases, in the
absence of a document establishing the regulatory characteristics for cybersecurity for a certified object,
the necessary functional requirements are formulated in the form of technical conditions or technical
specifications (in accordance with the provisions of the GOST R 15408 standard).

— Structural testing of the program code used in the UV (HW and SW automatic driving systems and
digital communications), which determines the absence of undeclared capabilities. That is, there is an
identification of software tabs which initiate the performance of functions that are not declared and not
described in the documentation to the components / devices of the UV upon the occurrence of certain
conditions or when external authorization is carried out, which allows unauthorized influences on the
monitoring and control information and, therefore, on the operating modes of the UV (in accordance
with the provisions of the standard GOST R 51275-99).

The general organization of the certification process in accordance with common approaches and
established practices in the regulatory area can be as follows:

1. The applicant submits an application to the federal / territorial certification agency for certification
tests of the UV cybersecurity (component of automatic driving systems and digital communications).

2. The state certification agency determines the accredited certifying organization and testing labo-
ratory for testing the UV cybersecurity.

3. The testing laboratory together with the applicant determines the testing plan''.

4. The certifying organization and the applicant enter into a contract for the provision of certifica-
tion services based on the agreed composition and cost of certification work.

5. The testing laboratory, as a co-contractor of the contract, conducts certification tests of selected
product samples provided by the applicant in accordance with the selection rules for a full range of test
and assessment works to confirm compliance with the UV cybersecurity requirements, including iden-
tification and analysis of documents submitted by the applicant.

10 For instance, the Federal Service for Technical and Export Control of the Russian Federation (until 2004, the State Technical Commission of
Russia) established such guidelines for firewalls and means of protection against unauthorized access (see: https://fstec.ru/tekhnicheskaya-zash-
chita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-). In addition, for commercial software products, one can note the
requirements for source code security auditing contained in the international standards PA DSS, PCI DSS and NISTIR 4909 (see: https:/www.
aadyasecurity.com/what-is-security-compliance- and-why-should-you-care).

" The test plan based on the accepted application includes the main certification conditions: certification scheme; regulatory documents on the
basis of which certification will be carried out; information about the expert organization that will analyze the state of production, if provided by
the certification scheme; the procedure for selecting samples of components / products for testing; the procedure for testing samples of compo-
nents / products; the procedure for assessing the conditions for the production of components / products and the characteristics of information
security of the developed (prototype) or operated (industrial design) BPA; criteria for assessing the compliance of UV cybersecurity with the
requirements of technological regulations (state standard); the procedure for providing, if necessary, additional documents confirming the safety
of components / products that are used in the BPA for operation in the environment of the national ITS.
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6. On the basis of the protocols with the test results the testing laboratory prepares: a) preliminary
conclusions on conformity (during a separate stage or one of the full cycles of cybersecurity testing), if
certain inconsistencies with the established / declared requirements are revealed, which can be elimi-
nated by the applicant in the course of work; b) the final conclusion (upon completion of the work plan
for testing the object of verification provided by the applicant).

7. Test materials are transferred to the federal / territorial certification agency for an independent
examination of the results of testing the UV cybersecurity (independent examination is carried out with
the participation of at least two licensed expert organizations, which must confirm both the complete-
ness and correctness of the tests, and the validity of the formulated conclusions and recommendations).

8. On the basis of the conclusion of the certifying organization within the established regulatory
period (for example, 30 days) the state certification agency: draws up a certificate of conformity for the
test object; organizes, in case of revealing any potentially removable inconsistencies, an additional ex-
amination with a change in the composition of the involved accredited certification organizations and
testing laboratories; decides on the refusal to issue a certificate, providing the applicant with an act of
work performed and a conclusion with justification of the identified discrepancies of the UV (compo-
nents / products of automatic driving systems and digital communications) in terms of cybersecurity.

The transition to mass industrial and personal use of UV and the creation of a national certification
system for assessing cybersecurity for TP UV-DI presupposes an introduction of significant changes and
extensions of Russian legislation, including the correction of certain norms of the civil, administrative
and criminal codices of the Russian Federation. First of all, we point out that in accordance with the
provisions of Article 25 of the Federal Law No. 184-FZ “On Technical Regulation” dated 27.12.2002
(asamended on November 28, 2018), the equipment used and the services provided in this sphere should
be included in the Unified list of products subject to mandatory certification'?, they require mandatory
confirmation of compliance with the established safety requirements and quality characteristics should
as determined in the technological operating regulations.

Here, it is important to ensure interdepartmental and inter-organizational interaction in the field of
standardization of the development and operation of UV. It should be noted that the general functions
of accreditation are concentrated in the Rosaccreditation'® of the Ministry of Economic Development
of the Russian Federation, which currently has 6 territorial agencies in federal districts. Taking into
account the specifics of the task of assessing the vulnerabilities of information interaction within the
TP UV-DI, it is necessary to choose an organizational form of cooperation between the Ministry of
Transport of the Russian Federation (Federal Service for Supervision in Transport, Rostransnadzor) and
the Ministry of Internal Affairs of the Russian Federation (State Inspectorate for Road Safety, Traffic
Safety Inspectorate) with authorized state agencies in the field of cybersecurity: the Federal Security
Service of the Russian Federation (Center for Licensing, Certification and Protection of State Secrets,
CLCPSS FSB of Russia) and the Ministry of Defense of the Russian Federation (Federal Service for
Technical and Export Control, FSTEC of the Ministry of Defense of Russia), which have the necessary
powers and capabilities to assess the compliance of inspected objects with cybersecurity requirements.
The main forms and mechanisms of certification for most of the cybersecurity means (SIS) and software

12 Decree of the Government of the Russian Federation No. 982 “On approval of the unified list of products subject to mandatory certification
and the unified list of products, the conformity of which is confirmed in the form of a declaration of conformity” dated 01.12.2009 (revised on
July 4, 2020).

13 The Federal Service for Accreditation (Rosaccreditation) is a federal executive organization performing the functions of the national accred-
itation body of the Russian Federation. Rosaccreditation was established in 2011 in accordance with the Decree of the President of the Russian
Federation dated 24.01.2011 No. 86 "On the Unified National Accreditation System" and operates on the basis of the Regulations on the Fed-
eral Accreditation Service, approved by the decree of the Government of the Russian Federation "On the Federal Accreditation Service" dated
17.10.2011 No. 845 (revised on 23.03.2020). Rosaccreditation is administered by the Ministry of Economic Development of the Russian Feder-
ation. The sphere of activity of Rosaccreditation is: formation of a unified national accreditation system; control over the activities of accredited
persons. In addition to information security tools, FSTEC also checks IT systems that store personal data: servers and networks of companies
or cloud storages. This verification procedure is called the attestation of IT systems, carried out in accordance with the standards of the security
levels of the Federal Law "On Personal Data" dated 27.07.2006, No. 152-FZ (revised on 20.04.2020).
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are the certification systems for the CLCPSS of the FSB of Russia and the FSTEC of the Ministry of
Defense of Russia. The FSB (CLCPSS) certification is intended for testing software subsystems that
use cryptographic protection (in the Russian Federation, only national crypto protection algorithms are
allowed). The requirements of the FSB certification systems are not public; familiarization with them
requires special approvals. The MO (FSTEC) certification is intended to verify the technical protection
of information by non-cryptographic methods. The requirements of the FSTEC certification system are
open and published on the official website.

The policy in the field of accreditation of certifying organizations and testing laboratories for check-
ing the requirements and certification of TP AV-DI should be determined with the participation of
specialized units of the Ministry of Transport of the Russian Federation (Department of State Policy
in the Field of Automobile and Urban Passenger Transport, Department of State Policy in the Field of
Road Facilities, Department of Transport security and special programs), as well as taking into account
the experience and specifics of functioning in the digital environment of traffic management centers
(TMS) of public legal entities of the Russian Federation, in the territories of which the infrastructure of
the national I'TS will be deployed. For the organization of testing of the TP UV-DI cybersecurity, the ex-
isting experience of work on certification of technical devices of ensuring transport security in terms of
technical devices / systems of inspection and intelligent video surveillance, used during the regular state
technical inspection of vehicles, can be used. On March 30, 2017, the Decree of the Government of the
Russian Federation No. 969 “On approval of the requirements for the functional properties of techni-
cal devices providing transport security and the Rules for mandatory certification of technical devices
providing transport security” dated 26.09.2016 came into force, in accordance with which mandatory
certification of technical devices providing transport security within the framework of periodic inspec-
tion of the condition of wheeled vehicles for various purposes, general requirements for them have been
established, and the responsibility for their certification is assigned to the FSB of Russia. It is reasonable
to assume that with the expansion of the scope of certification in the field of ITS, the accreditation of
certifying organizations and testing laboratories for testing UV cybersecurity can also be entrusted to the
CLCPSS FSB of Russia.

Conclusion

Expanding the range of automated functions or systems in vehicles has become a general trend in the
use of modern advances in science and technology. While the original primary motivation was to make
driving easier and the ride more comfortable, the next steps to automate driving are already focused on
reducing fuel consumption and environmental impact, while improving driving safety. At the same time,
it is obvious that automated driving and autonomous vehicle movement is a very difficult control task,
therefore, replacing a human driver with a computer is a real problem from a technical, organizational
and legal point of view.

Due to the emergence of new electronic components, the increased complexity of on-board elec-
tronic devices for automated driving and digital communications, the widespread use of intelligent tech-
nologies for automated traffic control and the rich information interaction of the vehicle with the exter-
nal road environment, the safety of transport systems is affected in two ways. On the one hand, machine
vision and artificial intelligence technologies can reduce the risks of road accidents involving UV. On
the other hand, the range of threats associated with a possible violation of the functional integrity and
operability of the UV due to intentional impacts on the electronic components of the automated driving
system of the vehicle and its information and communication interaction with the road infrastructure,
including traffic control centers within the ITS, is expanding.

This requires improvement of the norms and requirements of the legal and technical regulation of the
creation and operation of connected and automated vehicles (CAVs) for various purposes on sections of
roads of local and common use, which implies the expansion of the scope and tasks of testing the safety
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of public, personal, commercial and special vehicles, including by checking cybersecurity during valida-
tion and verification of devices / technologies of the UV and ITS components.

From the standpoint of integrated security in the development of unmanned vehicles for various
environments (ground, air and water), it is essential to build a national certification system for systems
and technologies ensuring the security of a technological platform for information interaction of UV
with the surrounding infrastructure of the organization of automated (connected and autonomous) traf-
fic in digital environment.

The issues discussed in this article make it possible to reveal the importance of the national certification
system for ITS components and technologies both from the standpoint of ensuring road safety and digital
sovereignty of the Russian Federation in the global network of automotive communications. This includes
supporting projects for the restoration of national microelectronics through the formation of sustainable
demand for electronic and element base for technical solutions of critical information infrastructure in
one of the large-scale and significant sectors of the Russian economy. One of the most important areas
for further research and development, in our opinion, should be the improvement of the methodological
support for the design of test platforms for control of the safety of U'Vs for test sites and laboratories, as well
as the development of comprehensive testing tools for assessing compliance with the cybersecurity require-
ments of unmanned vehicles in various modes / operation conditions [27, 28, 29, 30, etc.]. This will make
it possible not only to ensure an approximation to the best world practices and trends in the development
of end-to-end technologies for unmanned vehicles and the creation of a national mechanism to support
innovation [31], but also make the formation of intelligent transport systems in the context of the digital
transformation of society an effective and safe means of optimizing and accelerating logistics processes in
solving strategic problems of sustainable socio-economic development of the Russian Federation.
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