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The modern stage of risk management development is marked by discrepancy between the
implemented risk management systems and the real risk situation, and the degree of their impact on the
goals, results and effectiveness of organizations. Based on the principles of the process approach and
the digital paradigm of risk management, the concept of optimal risk management was formulated for
the first time and a technology for its implementation was proposed by optimal structural and parametric
synthesis of unstructured integrated risk management system, taking into account the methods and extent
of risk treatment. Optimal management is considered as a problem of optimal structural and parametric
synthesis of RMS using effectiveness criteria - optimality criteria or excellence criteria, depending on
the purpose and statement of the problem. The problem belongs to the class of multiextremal nonlinear
programming problems with distributed variables of mixed type and functional constraints in the
form of inequalities, which was solved using digital risk assessment methods developed by the author,
global random search procedures and mixed-integer optimization models of block type. To assess
the comparative effectiveness of risk treatment methods, a modification of the Houston model was
developed according to the criterion of the value of organization, provided that the goal was achieved
and resources were limited. An important difference in the Houston model modification is the cost
assessment of risk in terms of the “cost of risk”. The author’s research and the practice of optimal design
show that the use of structural and parametric optimization technology and mixed-integer optimization
models of block type can lead to a significant, on average, 50-60%, increase in the RMS effectiveness.
The new digital risk management paradigm is logical, reflects the result of modern digital technologies
introduction in risk management practice, provides for the rejection of the hypothesis about the normal
distribution of the output parameters of the ecosystem under study, and the preservation of the required
information content of the “digit” in the context of process approach. The use of digital technologies
and methods of optimal risk management provides the reliability of economic solutions important for
practical purposes and provides new opportunities for effective management in the digital economy.
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CoBpeMeHHBIIl  3Tan  pa3BUTHUS PUCK-MEHEIXKMEHTa XapaKTepU3yeTCs HECOOTBETCTBHUEM
BHEJPSIEMbIX CUCTEM YIMpPaBJICHUsS PUCKAMM peajbHOM CUTyalluu PUCKOB M CTENEHU UX BIUSHUS
Ha 1eu, pe3yabTaThl M 3(MOEKTUBHOCTb ACATEIHLHOCTH opraHu3anuii. Ha ocHOBe TPUHIIUIIOB
MPOLIECCHOTO TMOAX0Aa W LMGPOBOI MapaaurMbl MEHEIKMEHTa pUcKa BIepBble cHOpMyTMpoOBaHa
KOHILIETIIUSI ONMTUMAJbHOIO YIpPaBIeHUs] PUCKAMM M TpeIoKeHa TEXHOJOTHSI ee peanusaluu
MyTeM OINTUMAJIbHOTO CTPYKTYpPHO-TIApaMETPUYECKOTO CUHTE3a WHTEIPUPOBAHHOW CHCTEMBbI
YIIpaBJICHUS PUCKAMU TMPOU3BOJILHOM CTPYKTYpbhl C yY4€TOM CMOCOOOB M 00ObeMa BO3IECTBUS
Ha puck. OnTuMaibHOE YMpaBJeHUE pacCMaTpUBAeTCsl KakK 3anada ONTUMAaJbHOTO CTPYKTYPHO-
mapametrpuueckoro cuHte3a CYP ¢ ucrnonb3oBaHueM KputepueB 3(hGEKTUBHOCTM — KPUTEPHUEB
ONTUMAJLHOCTU WJIM KPUTEPHEB NMPEBOCXOACTBA, B 3aBUCUMOCTU OT IIeJIM M IMOCTAHOBKM 3a/layu.
3amaya OTHOCUTCS K KJIacCy MHOTIO9KCTpeMasbHbIX 3aJad HeJMHEHHOro MpOorpaMMUPOBAHUS C
pacrpenesieHHbIMU NIEPEMEHHBIMU CMEILIAHHOTO TUTA U (PYHKIIMOHATBHBIMU OTPAHUYEHUSIMU B BUJIE
HepaBeHCTB. JlJIst ee pellieHUsT UCIOJIb30BaHbl pa3paboTaHHbIC aBTOPOM 1IM(MPOBBIE METOIbI OLIEHKHU
pUcKa, TpoLEeayPhI IJTO0ATBLHOTO CYYaliHOTO IOV CKA M YaCTUYHO 1IeJIOUUCIIEHHBIE ONTUMU3aIMOHHbIE
Mozeau 0J0YHOro Thma. [1sl OleHKM CpaBHUTEIbHOU 3G (MEKTUBHOCTA CIIOCOOOB BO3AEHCTBUS Ha
pucK pazpaboTaHa MoaMduUKals MOAEIN XayCTOHa 10 KPUTEPUIO CTOMMOCTHU OpraHu3alluy IIpu
YCJOBUU AOCTUXKEHMUS 11eJIM U OTPaHUYEHHOCTHU pecypcoB. BaXKHbIM oTimureM MonubuKamu MoaeaIu
XaycToHa SIBJsIETCSl CTOMMOCTHAsi OlLlEHKa pUCKa IO MokaszaTesllo «leHa pucka». McciaemoBaHus
aBTOpa M TMpaKTUKa ONTUMAJIbLHOTO TTPOEKTUPOBAHUS MOKA3BIBAIOT, UTO UCIIOIb30BaHUE TEXHOJIOTUMN
CTPYKTYPHO-TapaMeTPUUECKOl ONTUMM3ALUM M YaCTUUYHO-IEJTOUMCICHHBIX ONTUMU3ALMOHHBIX
Mojesieil 6JIOYHOTO THUTIAa MOXKET MPUBECTHU K CYIIeCTBEHHOMY, B cpenHeM Ha 50-60%, TOBBIIIEHUIO
apdexktuBHocT CYP. HoBas nudpoBas napagurma yrpasieHUsI pUCKaMU SIBJISIETCS 3aKOHOMEPHOIA,
OTPaxaeT Pe3yJbTaT BHEAPEHUSI COBPEMEHHBIX LU(MPOBBIX TEXHOJOTMI B NPAKTUKY YIPaBJIECHUS
pUCKaMM, TpeaycMaTpUBaeT OTKa3 OT TMIIOTe3bl O HOPMaJbHOM pAacCIpeaeeHUN BbIXOMIHBIX
napaMeTpoB MCCIIeIyeMOil 3KOCUCTEMbI U COXpaHEeHUE TpebyemMolt MH(MOPMATUBHOCTU «LIUMPBI» B
YCJIOBUSIX TIpolieccHoro noaxona. [IpuMeHeHue u@poBbIX TEXHOJIOTUN U METOJIOB ONTUMAIBHOTO
yIpaBieHUsT pUCKaMU oOOecliedrMBaeT BaXHYIO IS TPaKTUYECKMX Iieieil  JTOCTOBEPHOCTH
MPUHUMAEMBIX 9KOHOMUYECKUX PELIEHUN M OTKPLIBAET HOBbIE BO3MOXKHOCTHU ISl 3G (HEKTUBHOTO
ynpaBjieHus: B IM(MPOBOIt SKOHOMUKE.

KnioueBble cji0Ba: KOHIIEIIIUS ONTUMAJIBHOTO YIIPABICHHWS PUCKAMM, TPOIECCHBIN TOIXOI,
WHTETPUPOBAHHASI CUCTeMa YIpaBJIeHMSI PUCKAMM, ONTUMAJIbHBIM CTPYKTYPHO-ITapaMeTpUUIeCKuii
CUHTe3, IM(GPOBOI METOJ OLIEHKU PUCKa, YPOBEHb PUCKa, IIeHa pUCKa
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WHCTPYMEHT 00ecTieueHUs] TOCTOBEPHOCTU MPUHUMAEMBIX pellleHUi B IIU(POBOIl dKOHOMUKE //
Hayuno-texanueckue Begomoctu CIIOTTTY. Dxonommueckne Haykm. 2020. T. 13, Ne 2. C. 53—63.
DOI: 10.18721/JE.13205

DTO CTaThsl OTKPHITOTO AOCTYyIIa, pacnpoctpaHsemas 1o auiieH3nu CC BY-NC 4.0 (https://crea-
tivecommons.org/licenses/by-nc/4.0/)

Introduction

As aresult of rigorous research, the worldwide gathered experience of risk management allows decision-
makers to influence the achievement of goals, justify and apply effective tools and risk treatment methods
in the management of organizations, projects and business processes [1-4].

International and national ISO standards for risk management'?** have been developed and are
constantly being improved, the current legal regulatory documents establish requirements for the
development and implementation of integrated risk management systems of organization [5, 6], and
existing risk management methods are increasingly used in projects and risks management [7]. The risks
impact on the performance of organizations, investment projects and programs is constantly growing,
and the high cost of risk often becomes the determining factor in making managerial decisions [8].

Alongside this, the modern stage of risk management development is marked by discrepancy between
the implemented risk management systems and the real risk situation, and the degree of their impact on

' ISO 31000:2018 Risk management — Guidelines

2 1EC 31010:2019 Risk management — Risk assessment techniques

3 GOST R ISO 31000-2010 Risk Management — Principles and Guidance

4 GOST R ISO/IEC 31010-2011 Risk Management — Risk assessment techniques
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the goals, results and effectiveness of organizations. For a host of reasons, the risk level for entrepreneurial
activity of organizations in Russia is significantly higher compared to economically developed countries
[9], which causes an increase in risk tension and risk appetite for participants in entrepreneurial activity,
thereby, causes the need to develop and implement integrated risk management systems (RMS).

The risk of organization is defined as a consequence of the uncertainty impact on the goals, results
and effects of an organization’s entrepreneurial activity, implementation of projects and business
processes.

Current problems of the theory and practice of organization risk management are:

- reliability of existing standardized procedures and methods for describing, identifying and assessing
risks, insufficient for practical purposes;

- poor development and implementation in risk management practice of a process approach requiring
the full integration of risk management in the organization’s activities, project and business process
management;

- lack of standardized methods for optimal risk management and RMS synthesis under conditions
of uncertainty of existing risk factors;

- insufficient skill level of persons responsible for the RMS development and implementation;

- the lack of public information about the positive results of risk management of organization;

- level of digital models and risk management methods development insufficient for the purposes
of the digital economy;

- inconsistency of the RMS implemented with the real risks situation, the existing factors and the
degree of their impact on the goals, results and effectiveness of organizations’ activities.

The goal of research is to develop the concept of optimal risk management of organization and the
technology of its implementation based on the optimal structural and parametric synthesis of RMS with
distributed parameters in the digital economy format.

The digital economy means an economic activity in which key factor of production are data in digital
form, processing of large volumes and use of analysis results, which, in comparison with traditional forms
of managing, can significantly increase the efficiency of different types of production, technologies,
equipment, storage, sale, delivery of goods and services [10-12].

The “digital economy” term was used for the first in 1995 by Nicholas Negroponte, American scientist
from the University of Massachusetts, to explain the advantages of the new economy compared to the old
one due to the intensive development of information and communication technologies.

According to the Digital Evolution Index 2017 research, Russia has good prospects to take a leading
position in the ranking of the digital economy development. According to expert opinion, despite the
relatively low overall level of digitalization, our country shows sustainable growth rates and is at the height
of digital development, thereby attracting investors to the economy.

Optimal risk management concept

The results of the author’s research show that the optimal risk management concept of organization
can be successfully implemented only from the perspective of a systemic economy [13-16], based on a
process approach, a digital paradigm and project management technology [17].

This paper proposes the technology for implementing the optimal risk management concept through
optimal structural and parametric synthesis of unstructured RMS, taking into account the methods and
extent of risk treatment. The problem belongs to the class of multiextremal nonlinear programming
problems with distributed variables of mixed type and functional constraints in the form of inequalities,
which was solved using digital risk assessment methods [ 18] developed by the author, global random search
procedures [19] and mixed-integer optimization models of block type [20].

The effectiveness of RMS, methods of risk treatment and risk management measures is determined by
the content of the RMS development process, which at each stage of development and implementation
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is a problem solving related either to the synthesis or analysis of RMS, without and taking into account
the risk treatment (Fig. 1). Thus, synthesis and analysis act in the process of RMS development and
implementation in dialectical unity.

Optimal management is considered as a problem of optimal structural and parametric synthesis
of RMS using effectiveness criteria — optimality criteria or excellence criteria, depending on the purpose
and statement of the problem.

The RMS development according to the completed task begins with the synthesis of the structure —
generation of the original variant of the RMS, according to the results of which the parameters of the
system elements are set and the transition to the analysis procedure is performed. Further, verification
of compliance with established requirements, including goals, effectiveness and efficiency is performed.

If it is necessary to choose the best method of risk treatment with regard to accepted criterion, then
the optimal synthesis of RMS is considered, which is based on the procedures of structural, parametric
or structural and parametric optimization.

From the previous

af level design
v
( 3
Synthesis of structure RMS  |<€ <
\ J Structural-parametric
] synthesis of RIS using block
5 f ) t timiz ati del
% Synthesis of model parameters A e
z {characteristics) of RMS
3 \ J
3 I » .
3 f 3 The EMS model, taking into
§ Project risk analysis >|  accountuncertainty and risk
E: . y Digital model of risk
assessment P,

Perform
requirem ents

End of
optimization

Yes

[ Optimal design solution J

Development of TT for the
design of RIS elements

4

To the next level
of design

Figure 1. Development RMS

The solving of the structural and parametric optimization problem within the unified simulating
algorithm is focused on obtaining optimal values of discrete parameters X={x,,...,x }, which reflect the
structure, and continuous parameters Y={y,,...,y,_}, which represent the characteristics of RMSs, which
are integer and real variables, respectively.

Implicitly, the statement of the problem of structural and parametric optimization based on mixed-
integer optimization models of block type has the form:

F (X,Y) — min, (1)
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where the optimality criterion (1) displays the costs for the development and implementation of an
integrated risk management system, taking into account the risk treatment, as well as while providing the
set conditions for implementation and the required risk level of the R* project.

A distinctive feature of problem solving is the almost simultaneous generation of values of integer and
real variables, as well as the use of a special mathematical method for determining the global extremum
of the objective function (1).

When generating RMS variants, the principle of variables blocking is implemented [20], according to
which integer variables are combined into a block of so-called connecting variables. Depending on this
block composition, values of real type variables are further generated.

Extremum of the objective function is determined by one of the global random search procedures
related to the generation method. The algorithm for global random search for extremum is based on three
main principles:

1) the best points from previously obtained ones are used to find new points;

2) the number of calculations of the objective function near the one of previously obtained points
depends on the value of the function at this point;

3) as the point of global extremum nears, the “scope” of the search does not increase.

The author’s research and the practice of optimal design show that the use of structural and parametric
optimization technology and mixed-integer optimization models of block type can lead to a significant, on
average, 50-60%, increase in the RMS effectiveness.

Comparative effectiveness of risk management methods

In some cases, it is advisable to use the excellence criteria in the form of inequalities to analyze the
comparative effectiveness of risk treatment methods and simplifying the problem of optimal management.

The most common methods of organization’s risks treatment are (Fig. 2): risk insurance; reservation
of funds (self-insurance); securing a public procurement contract; formation and use of funds of the SRO
compensation fund; irrevocable bank guarantee and some others.

In world practice, as a rule, either a risk insurance system or reserve funds (self-insurance) are used — in
an amount necessary and sufficient to cover the expected shortfall (damage, losses). Compensation fund of
self-regulatory organizations (SRO) for risk management is not formed and is not used.

Assessment of the comparative effectiveness of insurance and reservation is based on the method, which
in Western literature is called the Houston method [21].

The essence of this method is to assess the impact of various risk management methods on the value
of organization, which is determined through the value of the organization's free (net) assets — the
difference between the value of all its assets and liabilities.

To assess the comparative effectiveness of risk treatment methods, a modification of the Houston
model was developed according to the criterion of the value of organization, provided that the goal was
achieved and resources were limited. An important difference in the Houston model modification is the
cost assessment of risk in terms of the “cost of risk”. The choice of risk management method is based on
the criterion of comparative economic efficiency of insurance and reservation in the form of:
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CS > Cr s (2)

where C_— the value of organization, taking into account risk insurance;

C. — the value of organization, taking into account the reservation.

If there is a inequality, risk insurance is more effective, otherwise, the formation and use of the
reserve fund.

Despite the universality and widespread use of entrepreneurial risk management in the world practice,
the Houston method has some material weaknesses. Thus, with various methods of risk management, the
economic meaning of risk and its consequences is often lost, a description of risk factors is not provided,
and an economic risk assessment is not performed.

Reserving
(self-insurance)

Insurance
of risk

Formation and

Establishing

(distribution) of Risk management using funds of
liability under methods SRO
the contract compensation

Securing a
government
contract in the
procurement

Making an
irrevocable bank
guarantee

Figure 2. Risk management methods

Modification of the Houston model and its implementation in the problems of optimal risk management
of organization are proposed in this paper.

Explicitly, the value of organization C, at the end of the accounting period can be determined by
modeling the costs, results and effects associated with the organization’s activities, the implementation
of the project or process, with discounting and inflation. Moreover, with any method of ensuring property
liability and risk treatment, the value of organization C, will be:

Ct - Co o Z[: aiei(Ui + Zi o Vi) + da i aisi(co o Ui a Zi + Vi) ’

where C| — the value of organization at the beginning of the accounting period without the risk
treatment;

i=1,...,t is the simulation step;

o, — the discount factor at the i-th simulation step; is determined for the constant (E) and variable (E))
of discount rates, a.=(1+E)™ ;
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g, — the inflation factor; £=1/G, , where G, is the base inflation index;

U, — the amount of the expected shortfall (damage, losses) of the organization in case of risk
materialization at the i-th step;

Z, — costs associated with the RMS development and implementation, ensuring property liability at
the i-th step;

V., — the amount of the expected compensation for shortfall (damage, losses) in accordance with the
accepted method of risk treatment at the i-th step;

d, — the average yield of free (net) assets of the organization.

An important difference of this approach is the possibility of a cost assessment of risk of harm by
indicator R — the cost of risk, taking into account the harm caused in the amount of damage U, costs Z
associated with the RMS development and implementation, and possible compensation for damage in the
amount of V-

R=U+Z-V. 3)

Damage will be caused if the amount of actual compensation for damage (loss) is either insufficient for their
full compensation or untimely in relation to the costs incurred. Obviously, this condition occurs when R > 0.

The functional constraints of the model are the goals and resources of the organization, the conditions
and principles for the distribution of responsibility and risk, as well as the conditions for cash flows
formation in the considered risk treatment methods.

Using the Houston method in an innovative setting, it becomes possible to justify the choice of the most
effective method of risk treatment, as well as the fair distribution of responsibility and risk between subjects
of investment activity.

Digital method of distributed risk assessment

The described procedures and the technology for optimal risk management using mixed-integer
optimization models of block type for unstructured RMSs with distributed parameters are distinguished
by the fact that the search for the optimal solution considers almost unlimited number of possible
implementations and consequences of the uncertainty impact on the results and effects compared to the
scenario method. In practice, inevitably, this leads to conclusion that the appropriateness and feasibility
of applying optimal management methods directly depends on the adequacy and reliability of the
distributed risk assessment methods used in the RMS analysis.

For this purpose, the Oparin-Teterin digital method of integral convolution of numerical sequences is
used [17, 18], the essence of which is to obtain a discrete risk function according to the accepted indicator
of the organization’s activity in the form of:

R(E)=P{E(t)<E°}, te[0,T]. (4)

The risk function (4) characterizes the probability that the random variable E will be less than the
expected value of E° on the planning horizon [0, T]. Probabilistically, the risk function is the distribution
function of the random variable E of the RMS output parameter, taking into account the uncertainty of
the existing risk factors.

As academician A.N. Kolmogorov rightly noted, “... it is reasonable to study real phenomena, avoiding
the intermediate stage of their stylization in the vein of representations of mathematics as infinite and
continuous, going directly to discrete models" [22].

Explicitly, the discrete risk function is determined by the vector of possible values of the effect {Ej} and
the numerical sequence {rj}, each element of which characterizes the probability that the random variable
E will be less than the expected value of E°:
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RN, )={r}={a,} (b}, e 5
min(j,0) j-s .
> a_,b+> ab, ecmmj>s; ©6)
_ y=max(1,v) y=1
] min(j,®) ‘
Z ajnyrl by > €CJIH <s; (7)

y=max(1,v)

j=1,...n; n=sto—-1; v=j—-s+ 1.

The integral convolution of numbers (5) is applied (z — 1) times for z of random risk factors.

An important condition for the convolution use is the constant duration of the simulation step 1j=c0nst,
for which for all j=1, ...,n the following equality is: Ej + Ej 0= Ej — Ej -,

Compared to Monte Carlo methods, this method does not require intermediate stylization of the bench-
mark statistics and a priori information about the desired distributions, and the necessary reliability of the
assessments obtained both at the level of average values and at the tails of distributions can be achieved with
a relatively small number of implementations (102 — 10%).

The main advantage of the method of integral convolution of numbers is the ability to obtain a
distributed risk assessment without and taking into account the integrated risk treatment, with set structure

and known parameters of the integrated risk management system.

Conclusions

The results of research lead to the following conclusions.

The modern stage of risk management development is marked by discrepancy between the implemented
risk management systems and the real risk situation, the current factors and the degree of their impact on
the goals, results and effectiveness of organizations, which is due to insufficient reliability of standardized
risk management procedures and economic decisions made on their basis for practical purposes.

The optimal risk management concept and the technology for implementing it discussed in this paper
are directly oriented to determining the optimal or best, with regard to accepted efficiency criterion, risk
treatment methods, optimal structure and parameters of RMS taking into account the uncertainty and
randomness of the existing risk factors.

Using technology of structural and parametric optimization and mixed-integer optimization models of
block type for practical purposes the development and implementation of RMS can lead to a significant,
on average, 50-60%, increase in the RMS effectiveness.

The new digital risk management paradigm is logical, reflects the result of modern digital technologies
introduction in risk management practice, provides for the rejection of the hypothesis about the normal
distribution of the output parameters of the ecosystem under study, and the preservation of the required
information content of the “digit” in the context of process approach.

Directions for further research

The use of digital technologies and optimal risk management methods using structural and parametric
optimization procedures and mixed-integer optimization models of block type ensures the reliability of
economic decisions that are extremely important for practical purposes and provides new opportunities for
effective management in the digital economy.
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