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New high-tech methods for making non-cash payments have appeared in the conditions of
digitalization of economy (in systems of electronic payment and crypto currency, including the
possibility of signing smart contracts). These methods satisfy the requirements of the Internet
community: safety of storage and information processing in payment and settlement systems, low cost
and high speed of transactions, simplicity and usability, possibility of carrying out payments for small
sums in virtual space and others. Despite the absence of legal regulation of the circulation of new hi-tech
payment tools, the number of transactions with their participation and the volume of the performed
operations increases annually. At the same time, we can note that the traditional ways of non-cash
payments fulfillment are still equally popular in the financial and economic sphere (by means of
financial instruments in material form, at an office of the money transfer operator, in the system of
remote bank service). We have considered the types of payment and settlement systems (traditional
electronic and innovative digital). The result of comparative analysis of advantages and disadvantages of
each type of systems is presented. We have characterized the forms of interaction of participants of non-
cash payments with different methods of initiation of payment operations. On the basis of the obtained
results, we have proved that introducing scientific and technical progress into all spheres of public life has
promoted change of forms of interaction of participants of non-cash payments from personal contact to
digital due to automation of financial processes. However, in the future, in the conditions of
globalization of economy, decreased reliability of a world currency system, high level of cyber threats in
the financial and economic sphere, intense geopolitical situation in the world, integrated use of
traditional and innovative technologies in the sphere of payments and settlements both at the national
level, and on the international scene is advisable for increasing reliability and efficiency of non-cash
payments, counteracting money laundering, ensuring national and economic security of the country.
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PA3BUTUE ®OPMBI B3BAMMOJIENCTBUA YYACTHUKOB BE3HAJIMYHBIX
PACYETOB B YCJIOBUAX HUOPOBU3AIINN DKOHOMHUKN

E.N. /IionukoBa

®DenepanbHOE TOCyIapCTBEHHOE aBBTOHOMHOE 00pa30BaTeIbHOE YUPEXIeHUE BBICIIIETO 00pa30BaHUS
«CeBepo-KaBkasckuii penepaibHbIil yHUBEpCUTET», I. CraBpornoib, Poccuiickas Menepariys

B YCIOBUAX L[I/I(prBI/ISaHI/II/I 9KOHOMUKMU TTOSIBUJIMCh HOBBIE BHICOKOTEXHOJIOTUYHbBIE CITIOCOOBI
COBECpUICHUA Oe3HaAJIMYHBIX pacyeToB U TIaTexXen (B CHUCTEME DJICKTPOHHBLIX JEHET U B KPUIITOBA-
JIIOTHOM CHUCTEME, B TOM YUCJIE C BO3BMOXXHOCTLIO 3aKIIOYCHUA CMapT—KOHTpaKTOB), YOOBJIETBOPA-
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Introduction. In the conditions of digitalization of

[olIMe TTOTPEOHOCTH MHTEPHET-COO00IIeCTBa: 0€30IacHOCTb XpaHEeHUs U 00pabOTKM MH(MOpMaLUU
B pacueTHO-TUTATEXXHBIX CUCTEMaX, HU3Kasl CTOMMOCTh M BBICOKAs CKOPOCTb TpaH3aKIIUii, TTPOCTO-
Ta M yTOOCTBO MCITOJIb30BaHMSI, BOBMOXHOCTh ITPOBEICHUST pAaCYETOB Ha HEOOIBIIE CYMMBI B BUD-
TYaJIbHOM TIpOCTpaHCTBe M nIp. HecMmoTpss Ha OTCYTCTBHME (HajMuue cjIaboro) HOPMAaTHBHO-
MPABOBOTO PETYIMPOBaHUsI OOpPAIeHNs] HOBBIX BBICOKOTEXHOJIOTMYHBIX (DMHAHCOBO-PACYETHBIX
HMHCTPYMEHTOB, €XXeTOIHO BO3pacTaloT KOJIMYECTBO TPaH3aKIIMiA C MX yJacTHeM 1 00beM CoBepIiia-
eMbIX ornepanuii. [Ipu 3ToM HapaBHe ¢ HUMU B (pMHAHCOBO-3KOHOMMYECKOM cepe He MeHee TI0-
MyJSIPHBIMU OCTAIOTCS TPAAMIIMOHHBIE CIIOCOOBI COBEpPILIeHNs Oe3HAIMYHBIX pacyeToB ((bHHAHCO-
BBIMU MHCTPYMEHTaMU, UMEIOLIMMHU MaTepHaIbHO-BeLIECTBEHHYIO (hopMy, B odrce oreparopa o
MepeBOY AEHEXHBIX CPEACTB, B CUCTEME OUCTAHIIMOHHOTO OaHKOBCKOIrO 00CIyX1UBaHUs). Bbime-
JIEHBl TUIbI PACUYETHO-TUIATEXXHBIX CUCTEM (TpaIMI[MOHHbBIE 3JIEKTPOHHbIE U WHHOBAlLIMOHHBIE
uudpoBbie) U MpEACTaBIeH pe3y/bTaT CPaBHUTEIbHOTO aHajiu3a, Ha OCHOBAHMHM KOTOPOTO
oIpeneaeHbl JOCTOMHCTBA M HEOOCTATKU KaXXIOro THUIIA CUCTEM, a TaKXe OXapaKTepU30BaHbI
GopMbI B3aMMOIEUCTBUSI YIACTHUKOB Oe3HAIMYHBIX PACUETOB IIPU Pa3HbIX CIIOCO0aX MHULIMU-
pOBaHMS pacyeTHHIX onepannii. Ha ocHOBe moJyd4eHHbBIX Pe3y/IbTaToOB J0KA3aHO, YTO BHEAPEHME
Hay4YHO-TEXHHUYECKOTO IIporpecca Bo Bce chephbl OOIIECTBEHHOM XKU3HU CIIOCOOCTBOBAIO M3Me-
HeHUIO (OPM B3aMMOIEICTBUS YYACTHUKOB OE3HAIMYHBIX PACYETOB OT JIMYHOTO KOHTAKTA IO
urdpPOBOro 3a CYeT aBTOMATU3ALMN (PUHAHCOBBIX MpoieccoB. OMHAKO B OYAYIIEM B YCIOBUSX
rIo0anu3auy SKOHOMUKY, CHIDKEHHUSI HANEXHOCTU MMPOBOM BAJIIIOTHOM CUCTEMBI, BBICOKOTO
YPOBHSI KMOEPYrpo3 B (PMHAHCOBO-3KOHOMHUYECKOU cdepe, HANPSKEHHOU TeOMOJIUTHYECKOI
00CTaHOBKHM B MUpE ISl ITOBBIIIEHUS HANEXHOCTU U 3 (GEKTUBHOCTH O€3HATUYHBIX PACYETOB,
MIPOTUBOAEICTBUS JeTaIN3alMU IIPECTYIIHBIX JOX0I0B, 00eCIeYeHN HALIMOHAIBHOI 1 9KOHO-
MUYECKOI 0€30IacHOCTH CTPAHBI 1eJIECO00PA3HO MHTETPUPOBAHHOE IIPUMEHEHUE TPAIUIIMOH-
HBIX M MHHOBALIMOHHBIX TEXHOJIOIMI B cdepe pacuyeToB U ILIaTEXeil KakK HAa HALIMOHAIBHOM
YPOBHE, TaK 1 Ha MEXIYHAPOIHOI apeHe.

KioueBble ciioBa: Ge3HATMYHBIE PACUETHI, TEXHOJOTMS pACIpEICIEHHBIX PeecTpoB, (hopma
B3aMMOJIENCTBYA, LUDPOBas CUCTEMA, JIEKTPOHHASI CUCTEMA

Ccbuika npu uutuposanun: Jronvkosa E.W. Pa3Butue ¢hopmMbl B3aUMOIEHCTBUS yYaCTHUKOB
OE3HAJIMYHBIX PACUYETOB B YCIOBUSIX LIM(PPOBU3ALUU SKOHOMUKM // HayuHO-TeXHMUECKME Beno-
moctu CII6I'TTY. Dkonommueckume Hayku. 2019. T. 12, Ne 2. C. 19-29. DOI: 10.18721/JE.12202

threatened by intruders. Successful attacks on

economy, improving, developing and promoting
non-cash payments is directly related to
computational and information technologies.
Advances of scientific and technological progress
introduced in the financial sector, resulting in new
ways of non-cash payments, have accelerated cash
flows, reduced the impact of territorial restrictions,
reduced the time, financial and labor costs of storing,
processing and transmitting information, as well as
provided a higher security level of payments. At the
same time, we note that wusing innovative
technologies for organizing payment and settlement
systems contributed to changing the forms of
interaction between participants in payment and
settlement operations.

Ever since network technologies have been
introduced for accessing information systems,
financial organizations have been constantly
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traditional electronic systems not only lead to
substantial financial and reputation losses for the
affected organizations, but also destabilize the
economy as a whole. Therefore, recently, special
attention of scientists and researchers has been
directed to studying the essence of high-tech
payment and settlement instruments, their role in life
and economy, developing proposals for improving
traditional electronic systems, as well as the
possibility of using innovative technologies in the
field of payment and settlement that can reduce
(eliminate) the disadvantages of traditional systems,
including those concerning information security
(Geva [1I], Chiu [2], Robbek [3], Atey [3],
Andryushin [6], Ason [7], Babkin [9], Baldina [10],
Vavrenyuk [13], Genkin [14], Dostov [15],
Dubyansky [16], Kashirina [18], Kosten [§],
Kochergin [19], Lukasevich. [21], Obaeva [11],
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Popikov [22], Revenkov [23], Simanovsky [24],
Stolbov [25], Trofimov [26], Fedorova [27]).

The goal of the study is to determine the form of
interaction of participants in non-cash payments
when they use different technologies to perform
payment operations.

Research methodology. The methodological basis
of the study consisted of a set of dialectical principles
that made it possible to identify the essential
characteristics of the studied processes and the forms
of their manifestation. We have used the techniques
of formal logic, a systematic approach and the
method of comparative analysis.

We have carried out comparative analysis of
electronic and digital payment and settlement systems;

identified the advantages and disadvantages of each
type of digital economic systems; given the forms of
interaction of participants of non-cash payments
considering the technologies they use for performing
settlement operations; proved the feasibility of
integrated application of traditional and innovative
technologies in the field of payment and settlement.

Results. High-tech innovations in payment and
settlement play a key role in increasing the efficiency
and competitiveness of payment systems [20]. Today
there are two types of payment and settlement
systems, depending on the technology that underlies
them: traditional electronic and innovative digital
systems, whose comparative characteristics are
presented in Table.

Comparative characteristics of traditional electronic and innovative digital payment and settlement systems

Parameters

Traditional electronic systems

Innovative digital systems

Information processing device

Dedicated server (server group)

Distributed network of servers

Data storage

Database

Distributed databases

Format of records on accounting units in
system

Numeric entries on user
accounts

Transaction records in the form of blocks
signed by user’s private key

Transaction view format

Record for operation of transfer
of funds between accounts

Script in a cryptosystem programming
language (additional conditions)

Application architecture

Traditional client-server

Distributed registry technology

in system can be restored

solution
Network architecture Network with dedicated servers Peer-to-peer network
Public key equivalent Account number e-Wallet number
Private key equivalent Password Unique server ID
Access to financial account or user account + -

Transaction conditions

Uninterrupted operation of at
least one server, incl. subscriber
devices, communication
channels and software

Uninterrupted operation of most servers and
communication channels in network,
subscriber devices, and software

of transfer)

Smart contracts can be signed - +

Issue of accounting unit in system Centralized Decentralized
Limited number of issued accounting units — +

can be established in system

Maximum divisibility of accounting unit 102 10-8
Transaction data sharing - +
Anonymity +/— (depending on amount Not guaranteed

Exchange rate of accounting unit system for
legal tender

+ (electronic money) / not
required (non-cash system)

+ (secured units of account) / — (varies
depending on demand on unsecured basis)

21




‘St. Petersburg State Polytechnical University Journal. Economics, Vol. 12, No. 2, 2019

-
|
End Table
Parameters Traditional electronic systems Innovative digital systems
Exchange rate volatility Low Low (secured units of legal tender) / Medium
(secured units of precious metals and natural
resources) / High (unsecured units of account)
Availability of accounting unit + +/ — (unsecured cryptocurrency, social trust)

Form of security Law, legal tender Legal tender, precious metals, natural
resources

Participation of user devices in system — +
Form (type) of accounting unit in the system National currency / Private Private
Operator responsible for system’s operation + +/—
State control and regulation +/— (depending on the amount —

of transfer)
Private control + +
Private regulation (by the operator) + -
Amount of commission for conducting Average Low
operations in system
Level of reliability of financial information Low High
in system
Impact level of operational risks High Low

Temporary restrictions on operations in
system

+ (office) / — (remote
maintenance in system)

Territorial restrictions on operations in
system

+ (office) / — (remote
maintenance in system)

Number of parties involved in payment and

= 3 (sender, recipient, system

> 2 (sender, recipient, if necessary, third party

settlements

settlement transactions in system operator) in case of smart contracts signing, or intermediaries
involved in order to conduct anonymous
calculations to «blur» transferred amount)
Mechanism (processing) of payments and Complicated Simple

A centralized approach is used for organizing
traditional electronic payment and settlement
systems, which involves storing information in a
single database and processing operations on a
dedicated server that has a unified «interface» for
interacting with the user. The user’s device is not
involved in this process.

When organizing an innovative digital payment
and settlement system, a decentralized approach is
used with cryptographic methods for protecting
information, which does not include a unified
interface, and all the servers in the decentralized
system are equal. The digital system is based on
distributed registry technology [4, 12]. A transaction
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is typically processed in such a system by several
computing servers at the same time, simultaneously
performing an operation, confirming or rejecting it.
One of the main advantages of an innovative digital
system is its substantial territorial distribution, which
makes it immune to loss of individual servers. Note
that the innovative technology not only provides
secure storage of user data and financial information,
but also provides a guarantee of reliability of these
data [17].

Based on the structured information presented in
the table, it is possible to highlight the advantages and
disadvantages of traditional electronic and innovative
digital payment and settlement systems.
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The main advantages of existing traditional
electronic systems are:

— protection of personal data of users;

— security for units of account in the system (non-
cash funds (law) and electronic money (legal tender
or precious metals);

— strict exchange rate of electronic and legal money;

— official representative of the system responsible
for its functioning and regulation, for resolving
disputable issues and considering claims, providing
advice on working in the system:;

— third parties are capable of influencing the
operations carried out in the system: blocking accounts,
suspending or refusing to conduct suspicious transfers;

— access can be restored to financial account or
user account in the system, etc.

Typical disadvantages of traditional electronic
systems are:

— complex mechanism for payments and settlements;

— centralized nature of system management and
information storage, with risks of different types of
attacks, such as «denial of service», phishing attack,
MIM, and others;

— low level of transparency of system management,
which consists in the lack of access to statistical data,
difficulty of verifying the provided information;

— operative control over the activities of money
transfer operators (electronic money transfer
operators) is impossible to exercise;

— third parties can access funds without knowledge
and coordination of the account holders for the
purpose of unlawful actions;

— high level of operational risk;

— unsecured emission of funds in the system, etc.

The main advantages of innovative digital
payment and settlement systems operating today are:

— simple mechanism for payments and settlements,
requiring special knowledge in the field of
information technology;

— immunity to attacks peculiar to traditional
electronic systems;

— system performance is maintained in case of failure
of no more than half of the total number of servers;

— transparency of all financial transactions;

— low level of commission;

— software source code available to its users for
system modification and auditing;

— high level of cryptographic security, sufficient for
safe storage of personal data and financial
information;

— transferred amounts are immediately visible in
electronic wallets of the sender and the recipient,
confirming the transaction takes some time, after
which the recipient can freely manage the amount, etc.

The following disadvantages of modern
innovative digital systems should be considered:

— no official representative of the public system
responsible for its functioning (for example, Bitcoin);

— it is impossible to resolve disputes and consider
claims due to lack of technological capabilities in the
system (in the case without smart contracts signing);

— no collateral guarantee of the accounting unit in
the system (if it is not provided for), or no option for
the system operator to conduct online checks on
collateral guarantee of the accounting units;

— high volatility of an unsecured cryptosystem
accounting unit, depending on its demand level;

— risk of «51%», «dust», Sibyl attacks;

— no option to block accounts and refuse to make
suspicious transfers, i.e., influence the account status
and transfer process;

— no option to correct operations in the system in
the event of an error, restore the e-wallet's private key
and cancel the transfer;

— irretrievable loss of funds in the electronic wallet
to which access is lost;

— private key to the electronic wallet cannot be
changed (it is dangerous to store cryptocurrency in a
compromised electronic wallet);

— low transaction confirmation speed, etc.

The large-scale implementation of scientific and
technological innovations in all spheres of public life
contributed to different methods emerging for
initiating non-cash payments (office, ATM, remote
banking services, electronic money, cryptocurrency),
which, in turn, improved the procedures and
transformed the form of interaction between non-
cash payments entities from personal contact to
digital. The forms of interaction between the sender
and the recipient of funds when performing payment
operations initiated in different ways are presented
below, based on the assumption that the payment
operation (the amounts payable by one party to
another are calculated exclusively by means of
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mentally represented money, making sense only
when completed with payments, i.e., transfer of legal
tender) consists of four procedures:

1) ensuring the availability of funds for transfer or
delivery to the recipient (to the account/e-wallet);

2) providing the order initiating the payment
operation (movement of funds);

3) implementing non-cash payment (transfer of
funds);

4) confirming the execution of non-cash payments.

Historically, the first form of interaction between
economic entities when performing payment
operations was personal contact between the sender
and the recipient of funds in real world using
financial instruments (the sender transfers the funds
to the recipient «from hand to hand»: checks, bill of
exchange or receipt with a tangible form) (Fig. 1).

According to Fig. 1, such a scheme of interaction
of economic entities corresponds to the following
procedures of non-cash payments:

— procedure 1 «ensuring the availability of funds for
transfer to the recipient (to the account /e-wallet)»
corresponds to personal contact between the sender
and the issuer of the financial instrument in order to
deposit funds and receive the payment tool;

— procedure 2 «providing the order initiating a
payment operation» is absent, since the payment

SENDER

Financial instrument

tool, which is received personally from the issuer and
has a material form, is at the same time confirmation
of the recipient’s right to receive funds and the
sender’s acceptance of payment;

— procedure 3 «implementing non-cash payment»
corresponds to transfer of the payment tool by the
sender of funds to the recipient «from hand to hand»;

— procedure 4 «confirming the execution of non-
cash payments» corresponds to the sender receiving
the confirmation personally upon settlement of the
payment tool.

Over time, at a certain stage of social
development, payment and settlement operations
began to serve not only cash, but also non-cash
money. As a result, a new form of interaction between
the sender and the recipient of funds emerged for
performing payment and settlement transactions:
indirect interaction, suggesting indirect contact in real
world (Fig. 2). In this case, the sender and the
recipient of funds do not contact directly with each
other in the process of making a payment operation;
the representative of the money transfer operator acts
as a link between the two, serving the sender personally
at their location (in the office), while the sender’s
functions include carrying out procedures for transfer
of funds from the time of entering the details provided
by the sender of the funds to confirming the payment.

(procedure 1, 4)

(procedure 3)

v

RECIPIENT

Fig. 1. Personal contact between sender and recipient in payment operation

SENDER <

A

provide details,
instructions for
making non-cash

(procedure 4)

details

confirm non-cash payments (debiting)

RECIPIENT
/'y

Confirm non-
cash payments

payments, amount (add funds)
of funds for | MONEY TRATDIER OPERATOR (procedure )
transfer /7 |
(rocedure L 2 i TRADITIONAL ELECTRONIC |
o | SYSTEM :
| (procedure 3) ;

____________________________________

Fig. 2. Indirect interaction of sender with recipient in real world during non-cash payments
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SENDER

A

(procedure 1, 2)

Ensure funds are available in account, form
orders for making non-cash payments

RECIPIENT

A

confirm non-cash

payments
(add funds)
confirm non- ST m e S\ (procedure 4)
cash payments : TRADITIONAL ELECTRONIC SYSTEM :
(debiting) i [ ACCOUNT ACCOUNT | 1
(procedure 4) »! . . !
! of sender of recipient !
1 x 7'y 1
1 : 1
1 1
: v reflection on transfer :
S ——— ACCOUNT of accounts, incl. —_—
X an operator commission deduction :
! (procedure 3) '
: R S |
1 : 1
: ! MONEY TRANSFER i !
1 1
1 E OPERATOR ' :
| |
1 1
\ /

Fig. 3. Electronic interaction between sender and recipient when making non-cash payments

Fig. 2 visually presents non-cash payment
procedures for indirect contact:

— procedure 1 «ensuring the availability of funds for
transfer to the recipient (to the account)»:
replenishing the bank account with cash or non-cash
money in case of personal contact between the sender
and a representative of the money transfer operator in
the office in case of shortage of funds for non-cash
payments;

— procedure 2 «providing the order initiating a
payment operation»: the sender transfers the
recipient's details and personal confirmation of the
transfer in the office to the representative of the
money transfer operator;

— procedure 3 «making non-cash payments»: the
transfer is made by the money transfer operator
without the participation of the sender;

— procedure 4 «confirming non-cash payments»:
the representative of the money transfer operator
either sends a confirmation of the non-cash
transaction by personal contact with the sender
(recipient), or sends a notice via communication
channels (SMS message, e-mail, letter, etc.)

The next stage of transformation of the form of
interaction between economic entities in the area of
payments and settlements is related to the advent of
ATMs, remote banking systems and electronic
money systems, i.e., electronic interaction involving
indirect contact in electronic space (Fig. 3).

Electronic interaction means that the sender and
the recipient of funds do not contact each other
directly in the process of non-cash payments, the
money transfer operator acts as a link between them,
providing an opportunity to perform payment
operations without a personal visit to the office
through the traditional electronic payment and
settlement system, while initiating the transfer is fully
performed by the sender who enters details of the
recipient of funds, generates and sends an order on
the movement of funds. Thus, electronic interaction
of non-cash payments is carried out in the traditional
electronic payment and settlement system, in which a
third party can influence the course of payment
operations, the status and state of accounts, including
without the consent and knowledge of the account
holder.

25



‘St. Petersburg State Polytechnical University Journal. Economics, Vol. 12, No. 2, 2019

Electronic interaction between the sender and
the recipient of funds in each procedure of non-cash
payments presented in Fig. 3 has the following form:

— procedure 1 «ensuring the availability of funds for
transfer to the recipient (to the account)»: replenishing
the account with cash or non-cash money in case of
personal contact of the sender with a representative of
the transfer operator at the cash desk or through an
ATM, terminal, payment aggregators, exchange
services with no need for personal contact with a
representative of the operator, etc.;

— procedure 2 «providing the order initiating a
payment transaction»: the sender independently
enters the details of the recipient of funds within the
traditional electronic payment and settlement system
and confirms the transfer without the participation of
third parties;

— procedure 3 «making non-cash payments»: this
procedure is performed by the operator without the
participation of the sender of funds (in automated or
manual mode);

— procedure 4 «confirming non-cash payments»:
confirmation is carried out in the personal account of
the traditional electronic payment and settlement
system (electronic form).

Organization of innovative digital systems based
on the technology of distributed registries encouraged
the emergence of a new form of interaction between
non-cash payment participants: digital interaction
(Fig. 4), involving direct contact in the digital space
without intermediaries and without personal contact
through a decentralized cryptosystem, where the
sender needs only to enter the recipient's electronic
wallet number to transfer funds. Electronic
interaction of non-cash payments is carried out in an
innovative  digital system whose technology
(distributed registry technology) eliminates the
influence of a third party on the transfer of funds, the
status and state of electronic wallets, and the
information in the system is non-repudiable and
genuine.

The form of interaction between the sender and
the recipient of funds during each payment procedure
in virtual space is shown in Fig. 4:

— procedure 1 «ensuring the availability of funds in
the sender's electronic wallet for transfer to the
recipient»: the replenishment operation is carried out
only remotely by mining or purchasing (buying)
cryptocurrency units (transfer from an electronic

wallet to an electronic wallet);

SENDER RECIPIENT

Provide funds in electronic i i
wallet (procedure 1) i i
L R L .
: INNOVATIVE DIGITAL SYSTEM \
I : Money transaction : .
: Electronic wallet of (procedure 3) Electronic wallet |
| sender > of recipient :
: ! |
! | Fee charge I
| | (procedure 4) R MINER / SYSTEM !
L DIGITAL SPASE y;

Fig. 4. Digital interaction of sender with recipient when making non-cash payments
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— procedure 2 «providing the order initiating a
payment operation» is absent, since functioning
innovative digital systems based on distributed
registry technology have no option for the operator (if
it exists) to regulate and influence e-wallets, the
system does not provide instructions or confirmation
of the sender;

— procedure 3 «making non-cash payment»: in the
innovative digital system, the sender transfers funds
directly to the recipient without the participation of
third parties by entering only the electronic wallet
number;

— procedure 4 «confirming non-cash payments»:
this procedure consists in entering the operation into
the block of transactions of the cryptosystem
(commission collected).

Thus, as a result of the study, we have obtained
the following results:

— it was established that traditional electronic and
innovative digital payment and settlement systems
form the basis of the digital economy; each of the
systems has its advantages and disadvantages; a
regulatory framework governing the sphere of
circulation of digital financial assets of the new
generation has to be developed, with integrated
functioning of traditional and innovative
technologies in the area of payments and
settlements;

— the modern forms of interaction of participants in
non-cash payments when they use different
technologies to perform payment operations have
been identified; that confirms the importance of each
method for initiating payment operations in the
conditions of digitalization of economy.

Findings. Technological and communication
progress contributed to transformation of the form of
interaction of participants carrying out non-cash
payments, providing the opportunity for the sender to
transfer funds in the virtual space to the recipient
directly without personal interaction and participation
of intermediaries. Each new stage of technological
development significantly accelerated, simplified and
cheapened the payment operation by automating
financial processes. By applying new methods of
initiating non-cash payments, the senders of funds no
longer need personal interaction and intermediaries;
the level of operational and technological risks, as well
as the influence of the <«human factor» on the
procedures for payments and settlements, is reduced.
At the same time, each type of payment and settlement
system (traditional electronic and innovative digital)
has its advantages and disadvantages; therefore, in the
future, it is advisable not to categorically reject the use
of one technology, but to integrate them, which will
provide a qualitatively new level of organization of
payment and settlement systems, increase security,
reduce costs and raise the speed of payment operations.

The directions of further research are seen in defining
the financial essence of digital financial assets of the new
generation and offering practical recommendations for
developing a mechanism for their circulation, based on
the technology of distributed registries through
integration into international payments.

RFBR grant Ne 19-010-00201 Methodology and tools
for integrating digital financial assets into international
calculation systems in the aspect of creating a single
economic space
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